Cryptography Project
Walkthrough
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Cryptography Regular Edition
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o Implement Caesar Cipher

o both encrypt and decrypt functions
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Hacker Edition
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o regular edition +
o Vigenere's Cipher

o (vision-a
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Contederate cipher disk
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Caesar cipher:

ok 1) v . o= -“‘;onmatx!q!.h....;u;;_f PP e W ) - 5 - - _w
s MMMMM’"Q Sp S 2, P S B "’h,“,-:u,.ammw“ RS-

plaintext |A|B|C|D|E|F|G|H|I1]|J]|..|Z

encrypted |A|B|C|D|E|F|G|H|I|J]|..|Z

k = how much to shift
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Caesar cipher:

ok 1) v . o= -“‘;onmatx!q!.h....;u;;_f PP e W ) - 5 - - _w
s MMMMM’"Q Sp S 2, P S B "’h,“,-:u,.ammw“ RS-

plaintext |A|B|C|D|E|F|G|H|I1]|J]|..|Z

encrypted A|B|C|D|E|F|G|H|1]|J|K
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Caesar cipher:

ok 1) v . o= -“‘;onmatx!q!.h....;u;;_f PP e W ) - 5 - - _w
s MMMMM’"Q Sp S 2, P S B "’h,“,-:u,.ammw“ RS-

plaintext |A|B|C|D|E|F|G|H|I1]|J]|..|Z

encrypted |V|W|X|Y|Z|A|B|C|D|E|F|G

encrypt: cafe

fig
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basic 1dea in English

A ' d . 3 = . oy o . . v . - - -
s e et Ao tanie . PSRRI S e PRr i S

o each letter represented by a number
W b= .. 7Z=25

o pi s the i™ letter of the plain text.
o cilS the i™ letter of the cipher text

o kis the secret key, a non-negative
number-- how much to shift.
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the formula

pm . . 3 Ex . g\ 0”‘”“‘. '. Vo ot wong Ve S o 0! =" r > ) ] o
BTRRE A A K, Tt G AT P o AT AT S A 45 S T e Y L et ¥ £ = BN 0 20,00 1 i i DS Sy Bl s T WS

o Ci:(pi+k)

o any problems? (think my last name)
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the revised formula

»” N V 4 E - v - b.“‘”“. . > .‘-"‘..‘» Yoy - g .
i . ; WMMW“QVQQM A bh. 3 715 bl ST S L .M\gh“;,"“ - gl AR

o Ci:(pi k) 90 26
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Domg it by pencﬂ

o B A Tt G BT P G DAY S A Tty 5= OV LS sk 2 PR S P Rt e e ST
Dlamrexs (01112 314|5|6|7(18/9]...|25
A|B|C|D|E|F|G|H|1|J Z

Ci:(pi+k) % 26

K= encrypt cafe

Y encrypt hide
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Doing it by Python

o B A Tt G BT P G DAY S A Tty 5= OV LS e, PRSI T S
Dlamrexs (01112 314|5|6|7(18/9]...|25
b e b b - Fl G H| L] J Y4
Cl — (pl + k) % 26 zzz word = 'CAFE'
>>> ch = word[0]
>>> ch
c
AT >>> ord(ch)
k=5 encryptcafe 2
>>> ord(word[1l])
65

>>>
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Y vk X I I :i ? ! et '.‘“ J—'“M&Q!‘“""’.""’zh "M!‘- ma . LY SR : 2 ek

plain text

Ci:(pi+k) % 26

k=0

A is 65 but we want it to be 0

C is 67 but we want 2

Doing 1t by Python:

encrypt cafe

el o Yy e LS9 |25
s C oD E TG I H] L | J /Z
>>> word = 'CAFE'

>>>

>>> ch = word[O0]
>>> ch

o

>>> ord(ch)

67

>>> ord(word[1l])

65
>>>
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Doing 1t by Python:

- -WM’.&“‘-'“""Qazcg...;..,-i-»;;\___,....g..mw.'.v“ " AP
Blamvert 0 1|2 3)/4]15|6[7]|8]19]|..]25
A|B|C|D|E|F|G|H|I]|J Z
Cl — (pl + k) % 26 iii word = 'CAFE'
>>> ch = word[O0]
>>> ch
e
>>> ord(ch)
k=5 encryptcafe S c

>>> ord(word[1])
65
A 1s 65 bur we want it to be 0 Soo

C is 67 but we want 2
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0 00 Nul Space 64 40 96 60 °

01 Start of heading 33 BEEEi. ! 65 41
02 Start of text 34 22
03 Endof text 3 5 EEs
04 End of transmit 36024
05 Enguiry 37 S
06 Acknowledge 38 26
07 Audible bell 39 27
08 Backspace 40 28
09 Horizontal tab 41 it
0& Line feed 42 s
0B Verticaltab 43 2B
0C  Form feed 449 E2G
0D  Carriage return 45 2D
DE  Shift out 46 2E
OF Shiftin 47 2F
10 Datalink escape 483 30
11 Device control 1 49 Bl
12 Device control 2 50 32
13 Device control 3 51 mis
14 Device control 4 52 39
15 Neg. acknowledge 53 S
16 Synchronous idle 54 36
17 Endtrans. block 55
18 Cancel 56 38
19 End of medium S7 S
14 Substitution 58 3A
1E Escape 59 3B
1C File separator 60 3C
1D  Group separator 61 3D
1E Record separator 62 BE
1F Unit separator 63
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plain text

ci = (ord(word[i]) - 65 + k) % 26

Doing 1t by Python:

el oy L6 S 9125
A e DB FIGIH|IT]J /Z
Ci =rs (pl -+ k) % 26 >>> ord(word[0])
67
>>> ord(word[1l])
65
>>> ord(word[2])
70
>>> ord(word[3])
69

65 from each letter.

It looks like wé should subtract
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Doing it by Python:

T v R e et b e S L R i, PO e AR
plaintext |01 112131415161 71819]..125
e G- B G H| LT Z
. >>> ord(word[0])
for the cipher text we want P
chamcters >>> ord(word[1l])
65
>>> ord(word[2])
70
7 5 ]0 9 >>> ord(word[3])
69
>>>

how do we turn these back to
ascii?

= .l T — T = A o g = -
i T T o I s T IS T ey Ty L E T
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Doing it by Python:

. - .' - .“ ' e - o :
R ST P S BT SN Tty 5 IV ST CAI s b I st ea A e Ny, L0 0 0t

plain text

i T e S W g

72 70 75 74

for the cipher text we want

e T B o o e e 6 0 e e T 2
A Bl C DI EIFIGIH| I ]| J /
>>> ord(word[O0])
characters 67
>>> ord(word[1l])
65
7 =01 o0 O >>> ord(word[2])
70
>>> ord(word[3])
add 65: s
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Doing it by Python:

plaintext (011213 141516171819]..125
A|lB|lc|D|E|F|G|H]|I1]|J Z

>>> chr(72)

. Finally, convert these ASCII >>> chr(70)
. numbers back to characters Tedd o

>>> chr(74)

72 70 75 74 | 2t

i AR L T R T 7 o, 2, i
e TR R S VR o

Monay, November 5, 12
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encrypt

WETETRE A B L, Tt g BT Prmn S DA $ K Pty 5= N ST a2 I Bt i PO T I

def encrypt(plaintext, k):
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encrypt

HETETRE A A 4 Tt BT PG Dt T # A ety SO ST X v W me sl B TTNER v 00 A

def encrypt(plalntext k)

result =

# step 1l: loop over each character
# in the string
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encrypt

i B0 A Tt KT P G TDE N T s ATty o= IV ST Ca T IR v Dot ¥ B s A o ANER o cvaren

detf encrypt(plalntext k)

result =

# step 1l: loop over each character
# in the string
for ch in plaintext:

result += ch
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encrypt

PRI B A Tt GBS oot oDt v 8 A7y < O TR it Lianiel, PRSP

def encrypt(plalntext k)

T e

result =

# step 1l: loop over each character

# in the string

for ch 1in plaintext:
result += ch
# step 2: output each encoded
# letter making sure not to
#encode non letters.
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encrypt

HETETRE A A 4 Tt BT PG Dt T # A ety SO ST X v et Lol aaie [ VISP

def encrypt(plalntext k)

w—u—w

result =

# step 1l: loop over each character

# in the string

for ch in plaintext:
result += ch
# step 2: output each encoded
# letter making sure not to
#encode non letters.

Should work for upper and lower case letters
A=65 a=97
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decrypt

- b sim S - . 4 { »
T e e e e Rt abatds Bt St f 8.2+ R M 2000 0 & ke

def decrypt(ciphertext, k):

result =

# step 1: loop over each character
# in the string
for ch in plaintext:

result += ch
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decrypt

RO ETRE BIn A FOA GBS Prwmr St o ta v A1 5 0% LT AT IR e Lt e S 8 A ER bvr 0000

detf decrypt(01phertext k)

T e

result =

# step 1: loop over each character

# in the string

for ch in plaintext:
result += ch
# step 2: output each decoded
# letter making sure not to
# decode non letters.

Monday, November 5, 12



Keep 1n mind

- . v e - . Bia b v ‘ - . -
RN TR R A T T I L e e Rttt b S S S anin . PHU g S SREE R er e P

o capitalization must be preserved
o letters should never become symbols

o symbols should not be changed
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Hacker edition

SIS EIRE A s L, Tt g B P G AN S Tty 5= I LSS AT b e PV st s - Seive : el
! . & [ - [ SN_— B :l"'“;'.‘lu- . m" R

Vignere's Cipher
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Vlgnere S Clpher

TR A Bl 4 Tt G DA P DAY S A Tt IV ST CAI Vb bt e N S st s A e N e s Tl

rotate each letter by a diﬁ‘erent amount
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Just do encrypt

I M A T GBS oS AT 8T S OV LT I TR e 2 N S st e b T NIV 0 0 o1 et i PSP Bl s i AN

vignere(plaintext, keyword):
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vignere(“POODLE”, “DOG")

LKL b B 4, Tt g9 VA gty S B S A IR B Vs e S Ve sV e s A B AR, e aron e AR
0112314567181 911011\12|13|14(15/16171819
A|B|C|D|E|F|G|H|I|J|K|LMIN[O|P|Q|R|S|T

2021|22|23|24|25
UlVIWIX|Y|Z
P O D L E
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vignere(“POODLE”, “DOG")

LKL b B 4, Tt g9 VA gty S B S A IR B Vs e S Ve sV e s A B AR, e aron e AR
0112314567181 911011\12|13|14(15/16171819
A|B|C|D|E|F|G|H|I|J|K|LMIN[O|P|Q|R|S|T

2021|22|23|24|25

UlVIWIX|Y|Z
P O O D L E
D O G D O G
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vignere(“POODLE"”,

. . =@ - . -
¥ 8 A Tty o D\M“_ra“ggo..n..s;uplm:" .vu-‘d‘..u\.a.“‘A;'
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vignere(“POODLE"”,

P Ty ¥ B 7 TS S LI =
¥ 8 A Tty Sp- bt 2 TTE e g L0 SO .u‘.g_““;"v“
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vignere(“POODLE”, “DOG")

TR B 4, Tt g9 VATt = LT A IR e 2 SN sV b A B AR e e AR
01112[314|5(6|7|8[9110111[12|13|14|15|16|17\18|19
A|B|CID E|\FIGIH I|J|IKILIMIN|O|P|[O|R|S|T
20121|22|23|24|25
U VIWX|Y|Z

(plain + key) % 26
15 14 14 3 11 q
3 14 6 S} 14 6
18 2 20 6 25 10
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vignere(“POODLE”, “DOG")
TR B 4, Tt g9 VATt = LT A IR e 2 SN sV b A B AR e e AR
011|2[3]14]|5]6 S19110[11\12|13[14|15|16{17]18|19
A|B|CID E|\FIGIH I|J|IKILIMIN|O|P|[O|R|S|T
20121|22|23|24|25
U VIWX|Y|Z
(plain + key) % 26
15 14 14 3 11 q
5 14 6 5) 14 6
18 2 20 6 25 10
S C U G Z K
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how to test your program

» nt - ” “". 4
' BN A Tt AT P S AT W AT a8 0 SN o VTR Y ST N

http .'//rosemary.umw.edu/~raz/vignere
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Due

o <k . . - P R oL, T PRI i : . = o A
W CNE o U A Tt oK Prrnr G ST W AT = al i de " it S B BENE Rl 1200 w1 i i DS PGL  a s roBR

Sunday 11 November 11:59pm

submit.o.bot@ gmail.com
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